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Introduction
Over the past two
decades, the world of
cyberspace has
dramatically altered the
way in which businesses
operate. In this new
unforgiving era,
companies have to quickly
adjust to the rapidly
changing landscape,
adopting and integrating
new technologies, or risk
getting left behind.
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Modern Technology Creates Risk

Security Breaches are Common

As companies rush to keep up in
the competitive digital age, they
also open themselves up to a new
kind of threat—cyberattacks.
Ironically, the greatest benefit of
modern technology is that it is
highly interconnected, but that is
also its greatest weakness.

Data breaches are real and occur
frequently. 80 percent of U.S.
companies have indicated that
their systems have been
successfully hacked. More than
4000 ransomware attacks occur
on a daily basis. Any
organization can be a target.

The ability to seamlessly transfer
information through a medium
like the internet creates an
inherent vulnerability in which
this information can be remotely
accessed or intercepted by
unauthorized parties from any
location.

In order to stay competitive
within the modern era,
organizations must find a way to
effectively utilize technology
while maintaining security.
Implementing a robust
information security program is
critical.

Today's Environment

"There are only
two types of
companies,
those that have
been hacked,
and those that
will be."
ROBERT MUELLER

As businesses transition into the
digital age, the amount of
corporate data is growing
rapidly and is estimated to
increase from 2.37 zettabytes in
2015 to 10.5 zettabytes in 2020
(or the equivalent of data on 1.6
trillion DVDs). This data will
include sensitive corporate and
consumer information that will
be prime targets for hackers due
to its monetary value.

Consequences
Data breaches can have massive
economic and legal
consequences, highlighting the
importance of cybersecurity risk
management. The average cost of
a data breach according to an
IBM study in 2017 is $3.62
million.
Other consequences include
monetary fines, lawsuits, loss of
intellectual property, reputational

Unfortunately, many companies
are not sufficiently protected or
prepared to keep up with
unrelenting technology changes.
47% of organizations suffer from
critical vulnerabilities in their
corporate systems.

damage, operational disruption,
increase in insurance premiums,
and loss of customer trust. Having
an effective response plan is
critical to mitigating the direct
and indirect costs of a breach.

Recent Attacks:
LinkedIn
Democratic National

The consequences of not taking
action could be debilitating

Committee
Facebook
Tumblr
US Department of Justice
Yahoo
World Anti-Doping Agency
Gmail
Chipotle
Equifax
Internal Revenue Service
Trump Hotel Collection
Scottrade
Penn State University
United Airlines
UCLA Health
Hilton Hotels

Motivation of a Criminal Hacker
The motivations of criminal
hackers can be complex but
usually include the prospect of
a big payday. Hackers frequently
make a profit by one of two
ways: (1) selling information;
and (2) ransomware. On the
open market, driver’s license
scans, social security numbers,
and credit cards number are
worth $20, $1, and $8,
respectively. Although this
seems like a small amount of
money, corporate hacks can

result in the theft of thousands,
even millions, of people’s
private information, making the
activity very lucrative.
Ransomware involves
preventing access to files or
making threats to release
records to the public unless the
ransom is paid. Nearly half of US
organizations have reported
ransomware attacks, and the
number of attacks is growing
more prevalent every year.

8 Months is the
average time a
security threat
goes unnoticed

Cybersecurity
breaches will cost
$6 trillion annually
by 2021

7 out of 10 executives agree
that cybersecurity threats
impact growth of organization
and economy

$3.64 M
Average Cost of a Breach

To learn more, visit:
www.nextrasolutions.com
Follow Nextra Solutions
on LinkedIn and Twitter
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